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Our Ref: 28 Doncaster and Bassetlaw
Teaching Hospitals
JAN 2025 NHS Foundation Trust

Freedom of Information Act Request

Under the Freedom of Information Act, | would like to request the following information:

Dear Doncaster and Bassetlaw Teaching Hospitals NHS Foundation Trust,

| would like to request under the Freedom of Information Act details on ransomware attacks
on your organisation between 2019 and 2024.

For the avoidance of doubt, a ransomware attack is a type of cyberattack which prevents an
organisation accessing their own files or computer networks after criminals manage to infect
the system with malware. These type of attacks involve the criminals demanding payment for
a key to restore access to the files.

In particular, I would like to know the number of ransomware attacks on your organisation
between 2019 and 2024.

I would like to know the number of successful attacks on your system.

I would also like to know the cost of these attacks on your organisation, including the
amount of ransom or payments made to restore access to your systems.

| would appreciate it if you could break down the figures for each year.

| would also appreciate it if you could supply the data on an excel spreadsheet or other type
of .CSV file.

Thank you for your Freedom of Information request dated 14/01/2025, seeking
information regarding security measures, cyber-attacks, and related incidents

After careful consideration, we regret to inform you that we are unable to disclose the
requested information. This decision is made in accordance with Section 24(1) of the
Freedom of Information Act 2000 (UK) which exempts disclosure of information that
could compromise the security of Doncaster and Bassetlaw teaching Hospital or
expose vulnerabilities in systems critical to public safety.

Reasons for Exemption
Disclosing details about cybersecurity incidents, system vulnerabilities, or security
protocols an costs could:

Compromise Security Measures: The release of such information may provide
malicious actors with insights into vulnerabilities, enabling them to exploit
systems or infrastructure.

Increase the Risk of Attacks: Publicising sensitive details might inadvertently
facilitate cyber-attacks or unauthorised access attempts.
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Impact Public Safety: Safeguarding critical infrastructure and sensitive
information is paramount to maintaining public confidence and safety.

Additionally, the information is also being withheld by the Trust for
organisational security reasons; and we consider that the information which
has been withheld is also exempt from disclosure under section 31(1)(a) of
the Freedom of Information Act.

The relevant parts of the ICO guidance on the subject
(https://ico.org.uk/media/for-organisations/documents/1207/law-enforcement-
foi-section-31.pdf) are described as follows:

31.—(1) Information is exempt if its disclosure under this Act would, or would
be likely to, prejudice - (a) the prevention or detection of crime.

As Section 31 is subject to the prejudice test the Trust reasoning for its use is
to withhold information that would make anyone, including the public authority
itself, more vulnerable to crime for example, by disclosing its own security
procedures.

It is the view of our Information Security function together with the Department
for Information Governance, Caldicott & SIRO Support that the disclosure of
the information requested would prejudice our ability to resist any future cyber
and related attacks, etc. on our systems.

We have also conducted a public interest test, balancing the public’s right to
know against the potential risks associated with disclosure. While
transparency is a fundamental principle, the need to protect security
measures and reduce risks to public safety outweighs the benefit of releasing
this information.

In view of the above, the Trust exempts the supply of the information
requested.

If you are not satisfied with the handling of your request, you have the right to
request an internal review. Requests for an internal review should be
submitted within 40 working days from the date of this response, and should
be addressed to: [Internal review contact details].

If you remain dissatisfied after the internal review, you have the right to appeal
to the Information Commissioner’s Office (ICO). The ICO can be contacted at:
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Information Commissioner's Office

Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Tel: 0303 123 1113

Website: https://ico.org.uk/make-a-complaint/
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